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Agenda

 What are quantum technologies?
« What are the implications of quantum computers on security?

« How can we achieve security against quantum computers?
« Post-quantum cryptography
« Quantum cryptography
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Quantum Technologies are Already Part of our Everyday
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Quantum Technologies are Already Part of our Everyday Lifes
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Quantum cryptography

Actively Engineer Quantum Systems

............
...........
- =

e e

The Second Quantum Revolution

Quantum computer
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ﬁWhy are companies interested in quantum computers? }

[Quantum computers are really good at solving certain specific problems?

TWhat does this mean? J

[ hey need less steps to find the solutionf

YWhat exactly can they do better?}

/ Searching
Find prime factors of a number; logarithms

Solving linear equations
Physical simulation?

\ Optimization?/

TWhat does this mean for security and cryptography?}
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COMPUTING

Cryptographers Are Racing 10.06.2021 | Networks & Pltforms  Thought Leadership
How a quantum computer could break 2048- Against Quantum Computers Quantum computing will break
blt RSA encryptlon In 8 hOU rS Today's security schemes will soon be obsolete. today’s encryp‘tion standards -

A new study shows that quantum technology will catch up with today’s

, .
encryption standards much sooner than expected. That should worry anybody Tammy Xu April 50, 2021 - Updated: June 28, 2021 here S What to do abOUt It

who needs to store data securely for 25 years or so. By: William F. Copeland

Quantum computing will break the encryption usedin

By Emerging Technology from the arXiv May 30,2019 e-commerce and VPNs someday. Theraceis ontodevelop
quantum-safe algorithms and procedures before that happens.
c’ Mark Dodds The remedy will be found in physics or mathematics.
Jun 30,2019 - Timinread * - @ Listen
NSA working on quantum computer to _
K 9 q. P How Quantum Computers Will Break Your
break any encryption Phone’s Encryption
The spy agency is reportedly in a race to build its own quantum Jatin Mehta
computer to stay ahead of others seeking to own the mother of all 3 Feb 26,2020 - 9minread - © Listen

decryption machines.

Quantum Computers: Doomsday for Modern

QUANTUM COMPUTING AND Encryption

A look into how quantum computers break RSA encryption by
understanding the unique properties of quantum computers and
Shor’s algorithm.

THE END OF ENCRYPTION

How Quantum Computing Will Affect by: Maya Posch ® 57 Comments
Computer Security and Passwords FYY & W June 11, 2020

Posted on October 29th, 2020 by

The race for quantum-
How quantum computers will destroy and o

(maybe) save cryptography resistant cryptography
Cl‘yptog 'a phy in the era Of Quantum computer advances mean we might have only a few years before they can break all ey el vela

public key encryption. The day when every secret is known is near.

gquantum computers

February 26, 2020 « 5 min read That large-scale universal quantum computers could

break widely used encryption methods is well known,
but what was once seen as a distant, even theoretical,
problem is now driving the latest technology race.

THURSDAY, MARCH 31, 2022

Future-proofing the internet
Quantum computers will break the
encryption that protects the internet

Fixing things will be tricky . . . Quantum computers could crack
IBM warns Of Instant bl‘ea klng Of enCI‘yptIOI‘l by today's encrypted messages. That's
quantum computers: 'Move your data today' a problem
Welcome to the future transparency of today as quantum computers reveal all currently encrypted secrets - a viable We'll likely see the top picks for safer, post-quantum encryption

scenario within just a few years. technology early in 2022.



Cryptography is used for: secret communication

Alice Bob

P

e.g. AES, One-time pad
A shared key allows to send encrypted messages
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Cryptography is used for: secret communication & authentication

Alice Bob

e.g. SHA
A shared key allows to send encrypted messages & authenticate messages or entities
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Cryptography is used for: secret communication & authentication

= =V

e.g. SHA
A shared key allows to send encrypted messages & authenticate messages or entities

How can we obtain a shared key?
HSLU 08.11.2023



Key exchange with public key cryptography

Alice

RSA, (Elliptic Curve) Diffie-Hellman

Security bases on mathematical problems which are thought to be
« Easy to calculate for the honest parties
 Hard to invert for an adversary

E.g. multiplying vs. factoring

Public key cryptography is also used for electronic signatures & authentication!

HSLU 08.11.2023
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Effects of quantum computers on cryptography

o

Vs P
Symmetric cryptography Public key cryptography
« Encryption with symmetric cipher: « Encryption (key exchange) with asymmetric
AES, (DES, 3DES) algorithm:
RSA, DH, ECDH
« Message authentication with hash function: » Electronic signature:
SHA, (MD5) RSA, DSA
« Challenge-response authentication with hash  Challenge-response authentication with signature:
function: RSA, DAS
SHA, (MD5)

Weakened Broken

HSLU 08.11.2023 Seite 16



How far is the implementation of qguantum computers?

2019 @ 2020 2021 @ 2022 plivk 2024 2025 2026+

Run quantum circuits Demansirate and Run quantun Brng dyname Cfcuils to Enhancing applhications Improve accuracy of INCrease ACCUracy and
on the 1BM clowd protobypa quantum programs 100 faster Diskit Runtame (o unlock with aelastic compauting Qiskit Runtime with ons wi ] speed of guantum
algorithms and with Oiskit Runtime more computations and parallselization of scalable error mitigation D0 workflows with integration
applications Qiskit Runtime Qiskit of error correction into
Dskit Runtime

Hummingbird & Eagle o Osprey Condor -E'II Flamingo Kookaburra Scaling to

&5 qubits 127 qubits 433 qubits 1,121 qubits 1,386+ qubits 4,158+ qubits 10K-100K qubits
with classical

and gquantum

* *#* communication
A
Y %o %

N,

) Crosshbill
133 qubitsx p 408 qubits

<
S \

Source: IBM https://www.ibm.com/quantum/roadmap

20°000°000 qubits

~
///

//
Needed to break 2048-bit RSA in 8 hours

Source: https://quantum-journal.org/papers/q-2021-04-15-433/
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When do we need to start worrying about quantum computers?

Relevant time depends on application:
- secret message

- authentication for e-banking

- electronic signature of a mortgage

Mosca's law: hardware lifetime harvest now, decrypt later
time to change to quantum safe time data needs to remain secure
larger than

time until large-scale quantum computers exist

then problem!

HSLU 08.11.2023 Seite 18
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How to do cryptography in the era of quantum computers?

Post-quantum cryptography

Base on different mathematical problems

NIST «competition» to solicit, evaluate, and
standardize quantum-resistant public-key
cryptographic algorithms

* encryption / key exchange

« Signature

https://csrc.nist.gov/projects/post-quantum-

cryptography

HSLU 08.11.2023

Current project at HSLU (joint with industry

partner essendi xc)

Implications of post-quantum cryptography on
certificate management

Benchmarking post-quantum cryptography from
NIST competition

Integrating post-quantum cryptography with current

system (change process)

Seite 20



How to do cryptography in the era of quantum computers?

Post-quantum cryptography Quantum cryptography
Base on different mathematical problems Use physical properties to achieve security
Quantum Key Quantum Random

NIST «competition» to solicit, evaluate, and

Distribution Number Generation

standardize quantum-resistant public-key
cryptographic algorithms

* encryption / key exchange

« Signature

https://csrc.nist.gov/projects/post-quantum-

cryptography

HSLU 08.11.2023



Quantum cryptography uses properties of quantum physics to achieve security

Alice Bob

0° — Photon passes
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Quantum cryptography uses properties of quantum physics to achieve security

Alice Bob

0° — Photon passes
90° — Photon reflected
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Quantum cryptography uses properties of quantum physics to achieve security

5 O 0/0 0/0

Alice Bob

0° — Photon passes
90° — Photon reflected
45° — 50% probability
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Quantum cryptography uses properties of quantum physics to achieve security

500/0 0/0

Alice
\\

Bob

\
NN

Quantum Random Number Generator (QRNG)

0° — Photon passes
90° — Photon reflected
45° — 50% probability
HSLU 08.11.2023 Seite 25
Changes polarisation direction!



Quantum cryptography uses properties of quantum physics to achieve security

Alice Bob

Observation changes polarization!

HSLU  08.11.2023 Can detect eavesdropper! Seite 26



Quantum key distribution (QKD)

/ Cox

Bob

N\

1. Send photons in randomized polarization direction -45°, 0°, 45°, 90°
2. Measure with filter randomized either at 0° or 45°
3. Over classical authentic channel

HSLU 08.11.2023

1. Remove data with non-matching basis

2. Check if eavesdropper present from small random sample of the data
3. Create key from remaining data

Different type of security: An eavesdropper will be detected



Needed to implement quantum cryptography

Alice

Needed

Direct communication line (optical fiber)
Laser

Beamsplitter

Single photon detector

HSLU 08.11.2023

Not needed
Quantum Computer

Quantum memory

But remains secure if
adversary has one!

Complicated particle interactions

Commercial QRNG and QKD devices

are being produced today!

Seite 28
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Quantum Random Number Generators Quantum Key Distribution Devices
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Samsung Galaxy Quantum 4

Source: 1dQ https://www.idquantique.com/



Transition roadmap:

. 1. Quantum random numbers
. : . . Also needed for «classical»
Prerequisites for quantum key distribution cryptography! 2. Post-quantum algorithms

5

3. Quantum key distribution

Alice Bob
Authentication — start with small key or combine with «classical» (quantum-safe) authentication protocol
Local randomness — use a quantum random number generator
Information leakage — careful integration Current projects at HSLU

« Integration of QRNG

Precise devices — post-processing (integrated in commercial device -
P P 9 ( ? ) « Fast and verifiable post-

HSLU 08.11.2023
processing algorithms



Practical challenges

o &

.

Optical fibre: point-to-point connection — secure network, key management?

Denial of service — fallback mechanisms

Fully secure system — integration into encryption protocol

HSLU 08.11.2023

%

Current projects at HSLU

 Combination of quantum
with additional mechanisms

s.t. the system is secure if

either condition holds
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World Quantum Day 2023 - Encryption

01001111001110000100001101100001011111011100011110110111010110101011110110000111101101101100000010
01001010101111000111000111111211100010101101000111101100100101000000101100100011000110000110100110
10000001001100100001111101000011011101100000100010011011101001001110011100110111110011010000001110
11001001111001011111110001100110101100010111010111110000101001111001110001110101110101011010010100
21011110011111111010100101101110111100011000101101011010110011111001110101111010111111101111100100
00011111001110000100010000100111100010001000001100010100010011000010011000110111111110110000101111
10000010010100011100010011101001100001001100010000000001111011101100001111101111100101000000101001

[3 Reset
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Come and talk to us if you are interested in the following questions:

 Where can we apply quantum / post-quantum cryptography in our company?

« What would this change mean for us from an operational and security perspective?

« How can the change process be done?

 Can we devise a «hybrid» setup?

« How can we integrate quantum cryptography into our system? (PoCs for QRNG and/or QKD)

« Or any other questions related to security or cryptography ;-)

HSLU Applied Cyber Security Research Lab: https://www.hslu.ch/en/lucerne-school-of-information-technology/research/applied-cyber-security/
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